'WINDOWS AG KOMUTLARI

NetBIOS over Icpip- - - - - - - -

Media State . e e
Connection-specific DN§ Suffix

eSCRIPEION - .« . . o o+ - . . .
Physical Address. - . . . - . .
DHCP Enabled. - . - - . - - . .
Autoconf iguration Enabled - . .

Connection-specific DNS Suffix
Description - - . - - « . -
Physical Address. - - . .
DHCP Enabled. - . . - . -
Autoconf iguration Enabled
IPu6 Addre

erred)
Link-local IPué Addres
Default Gateway
NetBIOS over Tcp

\Usersmuratok>

“Windows\systemﬂ\cmd.exe

: Enabled

unnel adapter Yerel A§ Baglantisai= 1:

o | E]

unnel adapter isatap.{(71A5158F-4A%F-41B?-BD25-62DD2F2EB2163:

: Media disconnected

Microsoft ISATAP Bagdastiricisi
68-08—-08—08—00—00—00—E0
HNo

: Yes

Teredo Tunneling Pseudo—Interface
AA-0A-00-0A—-00—08—00—EA
Ho

Yes
: 2001:8:9d38:6ab8:201F :258f :f5Ffe : h833 (Pref

feBA: :201f :258f : f5fe :hB33x14(Preferred?
Disabled
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08225 AG TEMELLERI

Windows Ag Komutlari

* Agyapilandirmasi hakkinda bilgiler elde etmek, ag sorunlarini
tespit etmek ve ¢ozim bulmak icin gelistirilmis komutlardir,

 Komutlar parametre kullanmadan kullanilacagi gibi, parametre
kullanilarak ta kullanilabilir.

* Windows isletim sisteminde komut istemi veya powershell
(konsol) ortaminda komutlar calistirilir.
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Windows Ag Komutlari

e Komut istemini (konsol) calistirmak icin “baslat = Calistir 2>
cmd” dosyasi cagirilir.

 “Cmd” bu yolla cagrildiginda kullanicini 6zelliklerini tasir. Yonetici
olarak calistirmak icin “Komut istemi (yonetici)” secenegi
secilmelidir.

* Powershell (konsol) calistirmak icin “baslat - Calistir 2
powershell” dosyasi cagirilir.
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Windows Komut istemi (konsol)

CAWindows\system32\cmd.exe

tsUseprssmuratok>

Kullanici

Administrator: Komut istemi

icrozoft Windows [Uersion 6.2.840081]1
Cc>» 2012 Microsoft Corporation. Tiim haklari saklidair.

Windowsszsystem32 >

Yonetici
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Windows Powershell (konsol)

Windows PowerShell

indows PouwerShell
opyright (C>» 2812 Microsoft Corporation. All rights reserved.

IPE C:sUserssmuratok?

Kullanici
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Windows Ag Komutlari = IPCONFIG

* Taniml ag ayarlarinin gorintilenmesi ve degislik yapilmasi icin

kullanir,
arametre | Agkamas
/all Yapilandirma bilgisinin tamamini gosterir
/release Belirtilen bagdastirici icin IPv4 adresini birakir
/release6 Belirtilen bagdastirici icin IPv6 adresini birakir
/renew Belirtilen bagdastirici icin IPv4 adresini yeniler
/renew6 Belirtilen bagdastirici icin IPv6 adresini yeniler
/registerdns Tum DHCP kiralarini yeniler DNS adlarini yeniden kaydettirir
/flushdns DNS cozumleyici on bellegini temizler

/displaydns DNS ¢oziimleyici 6n belleginin icerigini gortntuler
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Wlndows Ag Komutlar = ipconfig /all

CAWindows\system32\cmd.exe

ssUsepssmuratokipconfig ~all

indows IP Configuration

localho=st
Hyhrid

Mo
Mo

Host Mame . . . - -
Primary Dn=s Eufflx .
Mode Type . . . .
IP Routing Enahled. .
WINS Proxy Enabled. .

ireless LAN adapter Yerel A Baglantisix 4:

Media State . . . . . . . . . . Media disconnected

Connection—specific DHE Suffix

Deszcription . - - . . . - . . . Microsoft Wi-Fi Dogrudan Sanal Bajdastira
151

Physical Addres=s. . . . . . . s TR

DHCP Enabled. . . . . . . . .

Autoconf iguration Enabled . . Yes

ireless LAM adapter Wi-Fi:

Connection—specific DHS
Description . . .
Physical Hddress. - e - a
DHCP Enabled. . . . .
Autoconf iguration Enahled
Link-local IPve Address
IPvd Address. . - - -
Subnet Mask . .

Leasze Obtained.

Leaze Expires .

Default Gateway

332f11n UEH Kahlosuz LAN Karta

Yes
HPE
1E 1... ’thPreferred}
255.255.248.8

24 Aralik 26813 Salx 13:36:48

25% Aralik 2813 Carsamba B1:36:49
fedB::-21%Yb:ed3f:-5342:ff38:x15
ia.1.0 - ¢

1@ .1 Ay

EOr S W, B
&a

DHCP Serwver . . .
DHCPuve IAID . . . .
DHCPub Client DUID. ““ e R s A

L
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Windows Ag Komutlari = ipconfig /all

Windows PowerShell

indowsz PowerShell
opyright (C» 2012 Microsoft Corporation. All rights reserved.

PS8 C:slUserssmuratok?> ipconfig ~all

indows [P Configuration

localhost
Hybrid

Mo
Ho

Host Hame . . . - -
Frimary Dn= Eufflx .
Mode Type . . . -

IP Routing Enahled.
WINS Proxy Enahled.

irelessz LAN adapter Yerel Ag Baglantizaix* 4:
Media disconnected

Microsoft Wi-Fi Buﬁrudan Sanal Bagdastiricizi

Yes
Yes

Media State . . . . . . . .
Connection—specific DHNS Su
Description - . . - . . .
Phyzical Addre==. . . . .
DHCP Enabled. . .

Autoconf iguration Enabled

FFix

1X

ireless LAN adapter Wi-Fi:

Connection—=specific DNS Suffix
Description . . - - . . . . .

Phyzical Address. . - -
DHCP Enahled. . . . . -
Autoconf iguration Enahled

882.11n US ablozuz LAN Karta
Link—local TPuvb Address . :

: ik CPreferved)
IPv4 Address. . - - . . . A Preferred}
Subnet Mask . . . . . . . 255 255. 243 A
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Windows Ag Komutlari = ipconfig /flushdns

.| Administrator: Komut istemi

icrozoft Windows [Uersion 6.2.84081]
Ccy 2012 Microsoft Corporation. Tim haklari zaklidir.

sWindowsssystem32 *ipconfig ~#flushdns

dindows IP Configuration
ucceszfully flushed the DNS Resolwver Cache.
tsWindowsssystem32 >

= CAWindows\system32\cmd.exe

sUszerssmuratok>ipconfig #f lushdns
dindows IP Configuration

ucceszfully Flushed the DNS Resolver Cache.

tsnlzerssmuratok>
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Windows Ag Komutlari = ipconfig /flushdns

leaf Windows PowerShell
PS5 C:slUszerssmuratok? ipconfig Aflushdns

dindows IP Configuration

Successfully flushed the DNS Resolver Cache.
PSS C:xUseprsmuratok?

Veya Powershell’de
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Windows Ag Komutlari = ipconfig /release

= Ch\Windows\system32\cmd.exe = e

swUzepssmuratok>ipoconfig ~srelease
Jindows IP Configuration

o operation can be performed on Yerel A Baglantiszi*® 4 while it has its media d
izsconnected.

direless LAM adapter ¥Yerel A Bajlantisix 4:

Media State . . . . . . . . - Media disconnected

Connection—=specific DNS Sufflx -

Jireless LAM adapter Wi-Fi:

Connection—specific DNS Suffix . = .
Link-local IPu6 Address . . . . . : GeRelneiamseoiuiEam iy
Default Gateway . . . . . . . . . = fef@::21%hted3f:5342:FF38:15

unnel adapter isatap.{71A5158F-4A?F-41B?-BD25-62DD2F2EB216%:

Media State . . - Media disconnected

Cunnectlun—dpec1f1c DNS Suffix .

unnel adapter Yerel A Bajlantisi® 1:
Connection—specific DHS Suffix
IPvt Address. . . - e e . 20081 :8:9d438:78d47:
Link-local IPué Address . . . . felB::3064:3e4c:3eBB=a133x14
Default Gateway . . . . . . . . HH

sUzeprssmuratok>
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Windows Ag Komutlari = ipconfig /release

.| Administrator: Komut Istemi

sWindowsssystem32>ipconfig Arenew
dJindows IP Configuration

o operation can be performed on Yerel A Baglantisi=* 4 while it has its media d
isconnected.

dJireless LAM adapter Yerel Ag Baglantisix 4:

Media State . . . . - - Media disconnected
Connection—specific DNE Suffix .

Jireless LAN adapter Wi-Fi:

Connection—specific DNS Suffix
Link—-local IPvt Address . . .
IPv4 Address. . . . . . - -
Subnet Mask . . . . . . - -
Default Gateway . . . . - -
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Windows Ag Komutlari = ipconfig /?

* ipconfig komutu ile ilgili tim parametreleri gosterir.

* Diger parametreleride kendiniz uygulayabilirsiniz. (Yani
uygulamalisiniz)
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Windows Ag Komutlari = PING

 |ki digum arasinda erisim olup olmadigini 32 byte lik veri (ICMP) ile
konrol eden komuttur.

* Hedef ip adresi yazilacag gibi, domain adi da kullanilabilir.

Parametre Aciklamasi

/t Surekli olarak veri paketi gonderir.

/a Hedef ip adresinden ana bilgisayar adini ¢ozimler

/n sayi Gonderilecek paket sayisini belirler

/| Gonderilecek paketlerinin boyutunu belirler (0-65500)

/f Paketlerin parcalanmadan tek paket halinde gonderilmesini saglar

/i TTL degeri belirtilir. 1-255 arasinda olabilir
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Windows Ag Komutlari = ping hurriyet.com.tr /t

ey Windows PowerShell

PE C-“Usersmuratok’ ping hurriyet.com.tr —t

Pinging hurriyet.com.tr [83.66.162.841 with 32 hytes of data:
Heply from 83.66.162.84: bhytes=32 time=38msz TTL=245%
Reply from 83.66.162.84: bytes=32 time=32nsz TTL=245%
Reply from 83.66.162.84: bytes=32 time=38nsz TTL=245
Reply from B83.66.162.84: hytes=32 time=38ms TTL=245
Reply from 83.66.162_84: hytes=32 time=31ms TTL=245
Reply from B83.66.162.84: bhytes=32 time=38mz TTL=245%
Reply from B83.66.162.84: bytes=32 time=38nsz TTL=245
Reply from 83.66.162.84: bytes=32 time=38nsz TTL=245
Reply from 83.66.162_84: hytes=32 time=30ms TTL=245
Reply from 83.66.162_84: hytesz=32 time=30ms TTL=245
Reply from B3.66.162.84: bhytes=32 time=38m=z TTL=245%
Reply from 83.66.162.84: bytes=32 time=38nsz TTL=245
Reply from 83.66.162.84: bytes=32 time=38nsz TTL=245
fron-G83.0b.1lbZ.03hytes=32 time=38ns TTL=245
from 83.66.162_84: hytesz=32-time=30ms TTL=245

ing statistics for 83.66.162.84:

Packets: Sent = 15, Received = 15, Lost = B (8% loss>.
pproximate round trip times in milli-—seconds:

Minimum = 3Bm=s,. Maximum = 32m=z, Averace = 3F@ms
ontrol-C
g C=nUzersmuratok>
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Windows Ag Komutlari = netstat

 DUigum (bilgisayar) Gzerindeki TCP/IP baglantilarini gosterir.

Parametre Acgiklamasi

-a Tum baglantilari ve noktalarini gosterir

-b Baglanti olusturulurken kullanilan yuratulebilir dosyalari goriintiler
-e Ethernet istatistiklerini (-s) gortntiler

-f Yabanci (LAN disi) adresler icin alan adini da gorintiler

-n Adres baglanti noktalarini sayi biciminde gosterir

-0 Her baglantiya iliskin islem kimligi (PID) goriintiler

-p proto Proto bolimuinde belirtilen protokol baglantilarini gosterir

-r IP yonlendirme tablosunu gorintiler
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Windows Ag Komutlari = netstat -a

e CAWindows\system32\cmd.exe = | =[BRS

sUserssmuratok>netstat —a
Aictive Connections

Proto Local Address Foreign Address State

TCP localhost:@ LISTE
TCP : localhost:=8 LISTE
TCP : localhost:=8 LISTE
TCP localhost:@ LISTE

Y localhost:@ LISTE
TCP localhost:@ LISTE
TCP localhost:=8 LISTE
TCP localhost:=8 LISTE
TCP localhost:@ LISTE
Y localhost:@ LISTE
TCP localhost:@ LISTE
TCP 1:7112 localhost :55579 ESTABL

TCP 1:55579 localhost:="/112 ESTAB
localhost:=8 LISTE
localhost:=8 LISTE

TCP
TCP
TGP
TGP
TCP
TCP
TCP
upp
upp
upp
upp
uDp
upp
upp
upp
upp
uDp

TCP

localhost:=8 LISTE
localhost:=8 LISTE
localhost:=8 LISTE
localhost:=8 LISTE
localhost:=8 LISTE
localhost:=8 LISTE

3

ol e D Nl el el el el e o o N W W W W Wl el el o et N N o B B B By |
(R gl g Ry R ep Rop Yoy = e Jrp R g f o ey e e Ry g o g

e oo o BOBIEIEIE e e oww owwoww o ownown o IR 0 o o o 0 n n
O oen on se=mJ=sJe 0 0 Eler o on o0 0n 0n 0n a0 mJ =]

Prrxrxxxx
5k K K K K K X X

sUserssmuratok>
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Windows Ag Komutlari = netstat

* Netstat komutuna donen cevaplarin anlamlari

Cevap durumu Durum Aciklamasi

ESTABLISHED Baglanti var

CLOSING Baglanti kapal

LISTENING Bilgisayar baglanti istegi icin bekliyor
SYN_RCVD Uzak digum baglanti isteginde bulunuyor
SYN_SENT Baglanti istegi kabul edilmis

LAST_ACK Baglanti kapatilmadan once paketler siliniyor
CLOSE_WAIT Uzak bilgisayar baglantiy1 kapatiyor

FIN._ WAIT1 Bir taraf baglantiyi kapatiyor

FIN_WAIT2 iki taraf baglantiy1 kapatiyor

TIME_WAIT Baglanti sonlanmis
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Windows Ag Komutlari = arp

* |P adresinin fiziksel karsiligini bulmak ve arp tablosunu gorintilemek

icin kullantlr.
-a Gecerli digumlerin ARP girdileri (inet_addr belirtilmemisse)
inet_addr internet adresini belirtir
eth_addr Fiziksel adresi blirtir (ethernet kartinin)
-n if _addr if _addr ile belirtilen arabirimin ARP girdilerini gériintiler
-d Belirtilen digim bilgilerini siler (ARP tan) * tim bilgisayarlari siler

-S ARP tablosuna bilgisayar ekler
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Windows Ag Komutlari = arp -a

slzerssmuratokrarp —a

Ch\Windows\system32\cmd.exe

Interface: 18.1.90REEF —— Bxf

Internet Address
i8.1.64.1

1@8.1."% o

i8.1 -
18,1 . T00Ss
224 . 8.8.22
224.8.8.252

224 8.8.253
224.1.1.1

255 255 255 255

slzerssmuratok?

Phyzical Address

BA-25-98-36-ec—A1
Bd-26—cb—2c—29-fA
L4-A4-ab—boc—aB-—ch
ff—ff—ff—ff—ff—£f
#1-A8-5e—-A8-A0-16
d@1-A8-5e—AB-A0—f ¢
#1-A8-5e—-A8-A80—fd
d@1-88-5e—A1-81-81
L3 S i S 3 S i S o e ¥ 3
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Windows Ag Komutlari = tracert

 Kaynaktan gonderilen verinin yerine ulasincaya kadar gectigi
yonlendiricilerin listesini verir.

* letilen veri yerine ulsamiyor ise bu komutla hangi yonlendiricide hata
olustugu bu komutla 6grenilir.

-d Gecerli digumlerin ARP girdileri (inet_addr belirtilmemisse)
-h [hop] Hedefe ulamsak icin [belirtilen] hop sayisi

-w milisaniye Beklenecek zaman asimi suresi

-s srcaddr Kullanilacak kaynak [hedefe giderken] adresi sadece IPv6 icin
-4 IPv4 kullanilacagini belirtir

-6 IPv6 kullanilacagini belirtir
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Windows Ag Komutlari = tracert facebook.com

5

[
29
37
53
57
57
59
69
79
158
156
175
178

E
E

173

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

ms

race complete.
PS C:slUserssmuratok>

5

8
a7
33
53
57
57

PSS CoslUserssmuratok

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

Windows PowerShell =elx

tracert facebook.com

5

6
25
33
53
57
57
57
69
79

racing route to facebook.com [173.252.118.271
pver a maximum of 38 hops:

18.1.64.1

193.255.95.254

1932.148.8.129

193.148.68.1508

wulakbim.mx1l.bud.hu.geant .net [62_.48_.125.12%91
aed.mx2 _bra.sk.geant.net [62.480.98.1111
aed.mxl.vie.at.geant.net [62.48.98.631
193.203.0.194

aeld_bhil _fraZ2_tfbnw.net [31.13_29_1581]
aed_bhbfl _cdgl . tfbnw.net [31.13.28_251
aeb.bhbbBl . lgal . tfbnw.net [264.15.23.171
ae28_bhil . iad2 . tfbnw.net [31.13.25.1261
aed_bbBl _frcl _tfbnw.net [31_.13.24_24]

ael drB3 _frcl _tfbnw.net [31_.13.27.761
Requeszt timed out.

Requeszt timed out.
edge—star—shuv—13—frcl.facebook.com [173.252.118.271




08225 AG TEMELLERI
Windows Ag Komutlari = pathping

* Pingve tarcert araclarinin birlestirildigi yol izleme aracidir.

 Pathping her atlamadan sonra donen paketlere dayali sonuclari
hesaplar. Boylece ag sorunlarina kinin sebep oldugunu verir.

Parametre Aciklamasi

-n Adresleri ana makine adi biciminde ¢6zmez.

-h [hop] Hedefe ulasmak icin [izin verilen] hop sayisi

-g ana makine listesi  Ana makine listesi boyunca kaynak yolunu serbest birakir

-p sure Ping islemi sirasinda beklenecek stire
-w Zaman asimi Belirtilen milisaniye boyunca bekler
-4 IPv4 kullanilacagini belirtir

-6 IPv6 kullanilacagini belirtir
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Windows Ag Komutlari = pathping —n —h 4 www.twitter.com

ey Windows PowerShell

racing route to twitter.com [1992.16.156.381
puer a maximum of 4 hops:
B 18.1.% . @
18.1.64.1
123.255.95.254
173.148.8.129
85.29.25.%

omputing statistics for 108 seconds...
Source to Here This Hode~sLink
RIT Losts%ent = Pct LostsSent = Pct

H- 188

Sms A~ 148 @ A~ 188
A~ 188

8- 148 (5 P B 188

A~ 188

24ms a- 148 (5 P A~ 188
A~ 188

23ms 8- 148 5 P A~ 188

A
a:
A
a:
a:
A
a:
8

race complete.
8 C:slserssmuratok?>

Address
18.1.° =00

10.1.64.1

193 .255 .95 .254
193.140.8.129
85_29 259

=1 E) X
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Windows Ag Komutlari = nslookup
 DNS sunucularda sinama ve sorun giderme icin kullanilan komuttur.

* |P adresinden isim veya isimden ip adresi bulmak icin kullanilir. Bilgi
toplama amacli kullanilir. Etkilesimli ve etkilesimsiz mod olarak iki turli
kullanihr.

— Etkilesimsiz mod:
nslookup [-secenek] [anabilgisayaradi] [sunucu]

— Etkilesimli mod:
nslookup (birden fazla komut kullanilir ¢ikis icin exit yapilir)
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Windows Ag Komutlari = nslookup www.ksu.edu.tr

* Etkilesimsiz mod

. CA\Windows\system32\cmd.exe =|E ILI

sUserssmuratokins lookup wvww . ksu.edu.tr
Server:  UnKnown
Address: 193.255.93.33

ame : kzu.edun.tr
Addres=s: 19232.255.93.923
Aliase=s: www.ksu.edu.tr

tslUszserssmuratoks
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Windows Ag Komutlari = nslookup www.ksu.edu.tr

* Etkilesimli mod
CAWindows\system32\cmd.exe

ssUszerssmuratokins lookup
Default Server: UnKnown
Address: 173.255.93.33

> wwy.microsoft.com
Lerver:  UnKnown
Address: 193.255.93.33

on—authoritative answer:
ame = 1b1 . vvrvoms - akadns .net
Address: 65.55.57.27
Aliases: www.microsoft.com
toggle .wur.ms .akadns .net
g.www.ms . akadns .net

> wuy.facebook.com
Cerver: UnKnowun
Address: 193.255.93.33

on—authoritative answer:

ame : star.clBr.facebook.com

Addresszes: 2a@3:28B80:FfA7:181:face:hBBc:A:1
31.13.84.16

Aliases: wuyw_facehook.com

sllsepssmuratoks



http://www.ksu.edu.tr/
http://www.ksu.edu.tr/
http://www.ksu.edu.tr/
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DEVAMI HAFTAYA



